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0. Introduction



Source Code Quality Defects
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At 15:45 on the 9th of September 1947, unmaintainable
Grace Murray Hopper records the first
computer bug in her log book. The
problem was traced to a moth stuck buggy

between a relay in the Harvard MarR II.




Source Code Quality Defects

Toyota to pay $1.2B settlement in
vehicle aeeeleratlon Iawsult

By Bob Fredericks and Post Wire 19,2014 | 9:19am

2005 Toyota Camry

data flow spaghetti:

control flow spaghetti:

A Toyota Camry that crashed as it exited Interstate 80 in Wendover, Utah, in 2010.

“Some of them are even so complex that
they are what is called unmaintainable,
which means that if you go in to fix a bug
or to make a change, you're likely to
create a new bug in the process.”

[ ]

unmaintainable

buggy
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Boffins tag Android app privacy fails
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A group of from universities in L g, Germany and the US say they can dramatically
improve the detection of privacy leaks between Android processes.

The researchers, led by Li Li of the University of Luxembourg, are looking for ways to identify apps that
send private data outside the app's own domain without the user's consent (often by accident), via intra-
component leaks, inter-component communications (ICC), and inter-application communication (IAC).

They claim that the tool they describe in this paper at Arxiv detected 88.3 per cent of inter-component
privacy leaks, and when used in combination with ApkCombiner, also detected inter-application privacy
leaks.

leaky

“AndroidLeaks found 57,299 potential

privacy leaks in over 7,400 applications,

out of which we have manually verified unmaintainable
that 2,342 applications leak private

data.” [ ] bu ggy
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automated techniques for evaluating, improving, and assuring
the quality of software

initial focus on foundations, each with an example application

symbolic execution for generating tests

orogram transformation for renovating programs
orogram querying for enforcing design invariants
program analysis for detecting bugs

abstract interpretation for detecting security leaks

(@)
(@)
(@)
(@)
(@)
(@)

later focus on how these are evolving to cope with modern software




Program transformation
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g1e private void h ckColumn(int colu n) {
@ 82 if (col <0 Il colu COLUMNS)
83 throw new RuntimeEx p on(String. format("Invalid column %d", column));

o “Instruction coverage for a test is
T — = xwee computed by running the test and
oo "ty e e measuring how many mstructlons
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z Kiama library for language processing https://bitbucket.org/inRytonik/Riama
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source : source’
transformation

abstract syntax tree abstract syntax tree’



https://bitbucket.org/inkytonik/kiama

Program querying

‘® REPL @ 127.0.0.1:54676 (damp.ekeko) 23 ] o “w ¥ =0

=> (ekeko* [?inv ?exp]
ast :MethodInvocation ?inv.
‘has :expression ?inv Zexp )
#<QueryView baristaui.views.queryResult.QueryView®61a89758>

conditions on values for ?inv and ?exp

7S valid content

[ Mark Results J

pairs of values satisfying constraints

- Columns = Tree J'

s

7exp Zinv

prves PO O YT T YV Yy ¥

startFigure ... startFigure.displayBox() ...

endFigure ... endFigure.connectioninsets() ...

nil endFigure() ...

figure ... figure.canConnect( ...

view() ... view().addToSelection(fAnchorFigure) ...

palette ... palette.add(createToolButton(IMAGES + "OCONN","Elbow Connection Tool",tool)) ...
m ... m.setBounds(x,y,d.width,d.height) ...

nil repaint() ...

s A

SQL Antipatte

Avoiding the Pitfalls of
Database Programming

AntiPatterns
ANTIPATTERNS

»
udn c
Stephen Asbury B
Joseph K. Krozak
Kevin Wittkopf "

Bill Dudney

e.g., lapsed listeners preventing
subject from being reclaimed

A Ekeko library for program querying
\&/ https://github.com/cderoove/damp.ekeko/
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Program analysis

abstract class Animal { éf
abstract void makeNoise(); =’
} Java
define map
class Dog extends Animal { lambda f 1
@0verride //bark if (pair? 1 Scheme
void makeNoise() {} cons (f (car 1)
¥ map f (cdr 1)
class Horse extends Animal {
@verride //neigh define amicalled (lambda ‘yes
void makeNoise() {} ™~

B map (lambda (x) (X
Llist amicalled
Animal frosti =/new Horse();

frosti.makeNoise();

nich functions are applied at a call site?

nich variables will have the same values?

nich procedures have no observable side effects?
nich expressions can be executed in parallel?

====

TIP framework for teaching program analysis https://github.com/cs-au-dR/TIP



https://github.com/cs-au-dk/TIP

Examination

HARD WORK
AHEAD

[

no test, but: 3 obligatory written reports on assignments (20% + 20% + 20%)

assigned throughout the year
deadline is start of examination session

1 obligatory oral presentation synthesizing 2 recent publications (40%)
to be selected from a predetermined list
your presence is mandatory during presentations from other students

failing to hand in an assignment or failing to present => ABSENT mark

|0



How to read and present research in software quality

o what is the motivation for the work?

W
why is there no trivial solution?
what are the shortcomings of the previous solutions?

o what is the proposed solution?
why is it believed to work?
how is it believed to improve upon existing ones?

o how is the solution evaluated?
how is the solution technically implemented?
what are the results and their threats to validity?

o how do the authors and you perceive the contributions and shortcomings of the work?
what is your analysis of the problem, solution and its evaluation?
how solid, novel, applicable are the ideas?

o what is the message to take away?
why will this worR still be relevant in the next decade?
are there future directions for this research?

o what techniques surveyed in the course does this work relate to?
would it be possible to combine the work with techniques from the course?
are there other application areas for the work?



