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What is Software Quality ?

I External Quality

- Conformance to specibcation
Does it do what it Is supposed to do?

- Correctness & Stabllity
Are there many bugs?

I Internal Quality

- Quality characteristics of the source code
|s the software sustainable?

- Documentation
|s the code adequately documented?
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Impacts
external quality

I Internal Quality

- Quality characteristics of the source code

Is the software sustainable?
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Software Erosion

I Time pressure
I Changing requirements

| Poor documentation

| Personnel turn-over

I Poor design
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Cost of Software Maintenance

On average, an evolving
software product is
rewritten from scratch every

6.8 years [Tamai et al.] (1992)

The |egaCy Crisis [Seacord et al.] (2003

Proportion of software
maintenance costs

Reference & Year

> 90% [Erlikh] (2000)
/5% [Eastwood] (1993)

> 90% [Moad] (1990)

60-7/0% [Huff] (1990)

60-70% [Port] (1988)

65-75% [McKee] (1984)

> 50% [Lientz & Swanson] ((1981)
67% [Zelkowitz et al.] (1979)
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evoLOTIioN KILLS
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Goal

I Different properties of good software:
I Internal quality

Modularity | Reusability | Modifiability

ODoes my software obey the design? Does the design
accommodate my changes?0

Maintainability Understandability § Complexity

Ols it easy to understand the source code and change it?0

Documentation up to date

Ols there any documentation? Does the source code
reRect that documentation?O
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Need for tools

| Manual effort

- Code reviews

- Find quality issues

- 2 seconds per line of code
250 KLOC * 2
500 000 seconds

140 hours
18 days

Need for tools that help In

assessing quality attributes
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General purpose tools

I Tools for Pnding defects

- Metrics
- Bugs
- Bad style

- Naming conventions

eclipse-cs
ECLIPSE-CHECKSTYLE INTEGRATION [Hovemeyer & Pugh] (2004)
http://checkstydeurceforge.net

http://artho.com/jlint/

DON'T SHOUT THE MESSENGER
http://pmdourceforge.net
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Tools for building custom tools

Smaster field => §f

= "nix') {

, $foreign table, §f
crel[fmaster field])
= ' INSERT INTO ' . P

' (master db, maste

I Specibc to MY software

- Design rules
- Conventions

- Properties of interest

Source-code

querying
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Case study
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Case Stu dy [Kellens et al.] (2010)

Academic-industrial collaboration

Large system for Belgian bank
COBOL

Modern design:

Old language I Components

| Services
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Problem

I Large investment (25 million euro)

I Qutsourcing

——
2005 2006 2007 2008 2009 . 202X
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Problem

I Large investment (25 million euro)
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Mapping OO concepts to COBOL

| Programs

| Sections

—>

Implementation guidelines

| Paragraphs

| Statements

- Patterns

- Conventions

- ldioms

- Naming schemes

- Layering
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Technical documentation

Sequence diagrams

Program

|
|
|
|

perform use case !
—_—

invoke sub-operation 1

-_——»

:
|
|
l
|
|
l
|
! invoke sub-operation 2
|
l
|
:
|
| _invoke sub-operation 3

|

|
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Source-code querying
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Source-code query languages

(GO )g

Belgium

‘Which program entities result in a concurrent modification bug?

Google Search | I'm Feeling Lucky

I Examples:
- SOUL [De Roover et al.] (2011)

- SemmleCode [Hajiyev et al.] (2006)

- SC|_ [Hou&Hoover] (2006)

- JQuery [Janzen&De Volder] (2003)
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SOUL - Smalltalk Open Unibcation Language

Logic variables Keyword-style syntax

if
?class ISClassWithName: ?name,
?method isMethodInClass: ?class |
?variable IsInstanceVariableInClass: ?class |
?ast isParseTreeOfMethod: ?method ,
RBAssignmentNode(RBVariableNode( ?variable ), ?value ) isStChildOf:

Implicit AST traversal

I Declarative programming language
I Program representation = AST

I Library of predicates
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SOUL tool support

x - 0O

7class 1sClassWithName: 7name

method isMethodInClass: 7class,

7variable isinstanceVanablelnClass: 7
?astisParseTreeOfMethod: ?method

A\ssignmentNode(RBVariableNode(?variable

SOUL Query Browser

?class
nameldisabled)
?value(disabled)
methot
?astidisabled

?vanable

Query

Textual Bindings Results

[AppReqgistry class]

[ 25 '-.]

dCategonzerApplier
[AutomaticMethodCategonizerApplier class
[Author class)
[Author class]
[AutomaticMethodCategornizerApplier ¢
[AppReqgistry class]

[AppReqgistry class]
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[Author class>>reset]

[Author class>>uniquelnstance]]

g
t Matching entities




Example-driven matching e rooveretat; oy

if
jtClassDeclaration( ?classDeclaration ) {
class ?className {
private ?fieldDeclarationType ?fieldName ;
?modifierList ?returnType ?methodName ( ?parameterList ) {

return ?fleldName

I Minimal specibcation of query
I Advanced matching (static analyses)

I Source code with logic variables

Maintaining source-code quality:  Tools and Techniques

18



Software visualizations
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Software visualizations

I Visual representation of extracted data

| Human factor:

- Identify hot spots
- Good at Pnding patterns

- Abstraction of data

[Tufte] (1983)
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System complexity VIEW  ianzaspucasse 003
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What does it mean?

Metrics In visualization
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What do we see?

Large hierarchy

Important class

H D u] DDDDH
0

ggo

O

DH”H

o

Classes without
behavior
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Mondrian language  weyeretai @oos)

viewSimpleSystemComplexityWithSelection: selectedClassGroup height: heightBlock width: widthBlock color: colorBlock on: view
| shape |
shape .= (MORectangleShape new
height: heightBlock;
width: widthBlock;
linearFillColor: colorBlock within: self;
borderWidth: [:x | (selectedClassGroup includes: x) ifTrue: [3] ifFalse: [1]];
borderColor: [:x | (selectedClassGroup includes: x) ifTrue: [Color red] ifFalse: [Color black]]
)
w Interaction popupText.
w interaction menuMorphBlock: [ :each | each mooseMenuMorph ]. . . . .
iew nodes: self entities using: shgpe. Scrlptable Vlsuallzatl()ns
lew edgesFrom: [ «cls | cls superclass .
lew treelLayout
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CO d e C Ity [Wettel et al.] (2011)

Structure of a system as a city

Sky scraper =

A lot of code

L data module

% ‘P
City Block = package
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Case study revisited
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Step 1. Obtaining a model of the code

[Kellens et al.] (2009)

I Island-based parsing

| Extract what you need; ignore the rest

IDENTIFICATION DIVISION . DIVISION .
PROGRAM-ID TOOLS/LOGFILE. D
ENVIRONMENT DIVISION DIVISION .
INPUT-OUTPUT SECTION

FILE-CONTROL

SELECT LOGFILE ASSIGN TO "FILES/LOGFILE.TXT",

ORGANIZATION IS SEQUENTIAL
DATA DIVISION. DIVISION .
FILE SECTION.

FD LOGFILE DATA RECORD ISLOGFILE-RECORD.

01 LOGFILE-RECORD PIC X(2048).
WORKING-STORAGE SECTION

01 LOGFILE-STATUS PIC 9 VALUE ZERO

88 LOGFILE-IS-OPEN VALUE 1.

LINKAGE SECTION
01 LOGFILE-ENTRY.
05 LOGFILE-VERB PIC X(12).
05 LOGFILE-NAME PIC X(32).
05 LOGFILE-DATA PIC X(1024).
PROCEDURE DIVISION USINGLOGFILE-ENTRY. PROCEDURBDIVISION
IF NOT LOGFILE-IS-OPEN IF
OPENEXTEND LOGFILE OPEN
SET LOGFILE-IS-OPEN TO TRUE SET
MOVE LOGFILE-ENTRY TO LOGFILE-RECORD. MOVE
WRITE LOGFILE-RECORD. WRITE
GOBACK GOBACK
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Step 2. Static analyses  efensetai oo

I Simple analyses!
- CALL graphn
- CALL resolution

CALL ‘ProgramX’ using PARAM ‘PMKTR351°
CALL LOGGING using PARAM ‘QMMCL498’
‘PMMQ304°

01 ROUTINEpNAMES. -
05 LOGGING PIC X(@8) VALUE f‘ProgramX’

- FIELD aliasing

CALL ‘PROGRAMS’ us1ng PROGRAMS5
MOVE ETELD) o TEXTD:

Maintaining source-code quality:  Tools and Techniques
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Step 3. Predicate library

[Kellens et al.] (2009)

Structural reibcation

Source code relationships

Programs

?program isProgram

?program isProgramWithldentifier: ?identifier
?program programincludesCopybook: ?copybook
Sections

?section isSectionWithName: ?name

?section isSectioninProgram: ?program

?section isSectionWithName: ?name inProgram: ?program
Paragraphs

?paragraph isParagraph

?paragraph isParagraphinProgram: ?program
?paragraph isParagraphinSection: ?section
Statements

?move isMoveStatementinProgram: ?program
?call isCallStatementinSection: ?section
?perform isPerformStatementinParagraph: ?par
Fields

?field isFieldiInProgram: ?program

?field isFieldInLinkageSection: ?linkage

?linkage isLinkageSectioninProgram: ?program

Calling relationships

?call callwithTarget: ?string

?call callsProgram: ?program

?call transitivelyCallsProgram: ?program
?call callUsingField: ?field

?program programusingField: ?field
?section sectionPerformsSection: ?callee
?section sectionPerformsParagraph: ?par
Embedded SQL

?exec isExecStatementinProgram: ?program
?exec execStatementUsesTable: ?table
?exec execStatementWritesToTable: ?table
Move information

?field fieldlsSenderOfMove: ?move

?field fieldlsReceiverOfMove: ?move
Field aliasing

?field mayAliasWith: ?aliasField

?field mayTransitivelyAliasWith: ?aliasField
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Example 1. Layering haming convention

SECTION 0_MAIN
OPCODE 90 THEN PERFORM A OPERATION1
OPCODE 91 THEN PERFORM A _OPERATIONZ2
OPCODE 92 THEN PERFORM A OPERATIONS

SECTION A_OPERATIONI
PERFORMB_DOSOMETHING

SECTION A _OPERATION2
PERFORNMB_DOSOMETHING?2

I No call to OhigherO sections

I Prevent mixing of use cases

Maintaining source-code quality:  Tools and Techniques
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Layering naming convention

Sections with callees

?section isSectionInProgram: ?program,
7section sectionPerformsSection: ?callee

| ?entity = Sections with callees :

7entity.section 1sSectionWithName: 7callerName,
?entity.callee isSectionWithName: ?calleeName,
[(7callerName first) <= (7calleeName first)]

Maintaining source-code quality:  Tools and Techniques
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Layering naming convention

Edit View Services Help

<
" If a section performs another section, this section should have a first letter that comes later in the alphabet than the calling section.(

Domain: 21401 out of 21653 (98.8362%) outof 0

program -> Program PMKTR571

section -> Section B1002-INSERT-ACCNT-STAT
callee -> Section S0000-LINK-PMKTR671

program -> Program PMKTRB889

section -> Section B0510-GET-DET-FOR-ASSC
callee -> Section S0003-LINK-PMKTR447

program -> Program PMKTR542

section -> Section B2401-RET-CR-DATA-PMHAL048
callee -> Section PO010-SET-MOVEMENT

program -> Program PMKTL331

section -> Section B0301-PROCESS-OK

callee -> Section B0313-SRV-038-REG-CRED-MGMT
program -> Program PMKTC331

section -> Section B2100-MQS-PROCESS-LAYOUT-50

4 >

Not in domain Not in range

proegram -> Program PMKTR607, section -> Section D1201-FETCH-TCO0O0O0L, callee -> Section B9999-ARR-LIMIT-ABEND

program -> Program PMKTR635, section -> Section D1301-FETCH-TCOO011, callee -> Section B1302-CET-AMT-DET-WITHOUT-ALI
program -> Program PMKTR484, section -> Section FOOO1-LAY02-OST-0019-UTILITY, callee -> Section ES001-LOG-ABEND
program -> Program PMKTR889, section -> Section DO501-CET-KT-HEADER, callee -> Section BO502-CET-AND-LOCK-CREDIT
program -> Program PMKTM377, section -> Section DO009-LOG-BTCH-END-INST, callee -> Section BOOO7-CALL-BATCH-UTILITY
program -> Program PMKTR507, section -> Section POO00-CHK-FTR-IN-PACK, callee -> Secticn ES001-LOG-ABEND

program -> Program PMKTRE35, section -> Section DO702-FETCH-TC0020, callee -> Section BO702-CET-LST-REGSTRD-AD)
program -> Program PMKTL315, section -> Section POO0O0O-GET-CREDIT-NO, callee -> Section ES000-INIT-ABEND-VELDEN
proegram -> Program PMKTW378, section -> Section DO0O08-LOGICAL-END-BTCH-INST, callee -> Section BOOO7-CALL-BATCH-UTI
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Example 2. Correct database access

| Separate database layer
| Separate programs (components) for DB manipulation

| Restrict to each service

SERVICE

| Component1 | e~

Table 2

| Component 3
I - \\

~
~
=
I
| Component 2 |

Maintaining source-code quality:  Tools and Techniques
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Correct Database Access visualization

| Expert interpretation needed

I Query + visualization
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Code for visualization

?statement isExecStatementInProgram: 7program,

?statement 1sExecSQLStatement,
?statement execSQLStatementWritesToTable: ?table

writingTo: tables edges: edges on: aView

-ams

renderPrograms: progr
L:l 'V/( L:' W

nodes: programs

using:{RectangleShape withBorder fillColor: (ColorValue red))

fillColor: (ColorValue green);

L:' 'V'I' E‘ '.r ‘1'
nodes: tables
using:{EllipseShape new radius:10; borderColor: (ColorValue green

S'V"{E",'/
edges: edges asSet

from: #key
execsWritingTo: (edge value)) si

to: #value
using: (LineShape width: [edge | (edge key execsW

aView forceBasedLayout

Tools and Techniques

forEachlprogram | aView node: program using: (LabelShape new text: (program identifier))].

decoratedWith:(LabelShape new labelle | e asStringl)).

34
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Evolution of the system

e G ISP_DUEDT™

PWH_DE]

—————"SEPA_CT_DET

T AMT_PMNT_DETL

I ... luckily due to an extensive DB migration script
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Example 3. Use-case documentation

[Kellens et al.] (2010)

| __invoke sub-operation 3 |
—_—!

Rational Rose Scripting

Call graph

Maintaining source-code quality:  Tools and Techniques
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Validating the use cases

! perform use case

SystemBorder EntryPoint Program 1 Program 2
Program

| | | |

| | | |

| | | |

| | | |

| |

|

|

|

| |
| invoke sub-operation 1 |
—_——

| |
! invoke sub-operation 2 |

| |
| __invoke sub-operation 3 |
—_—— !

Separate tool

Tool identifjes best match

Maintaining source-code quality:  Tools and Techniques
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Some numbers

mappable | % mappable

Verson2(dev) | 917 | 476 | 5190% | 386 | 90 | 189%

Map half of diagrams

Over time more Inconsistencies

Maintaining source-code quality:  Tools and Techniques
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Naming/coding conventions

Layering mechanism | Correct use of copybook
Version 1 (dev.) 252/23031 (1,09%) 44/1105 (3,98%) 235/9628 (2,44%)

Version 2 (dev.) 287128766 (0,99%) 85/1383 (6,14%) 342/11776 (2,90%)

Version 3 (dev.) | 385/48399 (0,79%) 183/2166 (8,44%) 765/18538 (4,12%)

Version 4 (prod.)| 639/54229 (1,17%) 83/2413 (3,43%) 995/20845 (4,77%)

Version 5 (prod.)| 1607/62506 (2,25%) 122/2581 (4,72%) 1340/25498 (5,25%)

| There are violations

I But they can be tracked/kept under control
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Conclusion

I Source code quality Is Iimportant

I Tool support:

- General-purpose tools

- Tools for building custom tools
I Custom tools:

- Pragmatism
- Simple tools can go a long way
- Build the right tool for the job
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Questions?

Code Quality Measurement:
WTFs/Minute

WTF is
this shit?

Good Code Bad Code

akellens@vub.ac.be

http://soft.vub.ac.be/~akellens
http://soft.vub.ac.be/SOUL

Maintaining source-code quality:
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